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FRQILGHQWLDOLW\ RU DYDLODELOLW\ RI WKH LQIRUPDWLRQ EHLQJPDQDJHG FROOHFWHG RU FRPPXQLFDWHG E\ WKRVH V\VWHPV
5LVNV WR LQIRUPDWLRQ DQG LQIRUPDWLRQ V\VWHPV FDQ LQFOXGH SHUVLVWHQW DWWDFNV HQYLURQPHQWDO GLVUXSWLRQV DQG
PDQPDFKLQHHUURUVDQGUHVXOWLQJUHDWGDPDJHWRWKHQDWLRQDODQGHFRQRPLFVHFXULW\LQWHUHVWV+HQFHLWLVHVVHQWLDO
WKDWPDQDJHUVDQGOHDGHUVDWDOOVWDJHVLGHQWLI\WKHLUGXWLHVDQGDUHKHOGUHVSRQVLEOHIRUKDQGOLQJLQIRUPDWLRQVHFXULW\
ULVN WKDW LV WKHKD]DUGDVVRFLDWHGZLWK WKHSURFHVVDQGXVHRI LQIRUPDWLRQ V\VWHPV WKDW VXSSRUW WKHSURFHVVHVDQG
EXVLQHVV IXQFWLRQV RI WKHLU RUJDQL]DWLRQV 7KUHDW LV D GHJUHH RI WKH H[WHQW WR ZKLFK DQ HQWLW\ LV YXOQHUDEOH E\ D
SRWHQWLDOLQFLGHQWRUHYHQWDQGLVW\SLFDOO\DIXQFWLRQRILWKHXQIDYRUDEOHHIIHFWVWKDWZRXOGDULVHLIWKHVLWXDWLRQ
RUHYHQWRFFXUVDQGLLWKHSUREDELOLW\RIH[LVWHQFH,QIRUPDWLRQVHFXULW\WKUHDWVDUHWKRVHWKUHDWVWKDWDULVHIURPWKH
ORVV RI FRQILGHQWLDOLW\ LQWHJULW\ DYDLODELOLW\ RI LQIRUPDWLRQLQIRUPDWLRQ V\VWHPV DQG H[SRVH WKH SRWHQWLDO
XQIDYRUDEOH LPSDFWV WR RUJDQL]DWLRQDO DVVHWV RUJDQL]DWLRQDO IXQFWLRQV LQGLYLGXDOV RWKHU RUJDQL]DWLRQV DQG WKH
1DWLRQ $ ULVNPHDVXUHPHQW LV WKH SURFHVV RI LGHQWLI\LQJ SULRULWL]LQJ DQG HYDOXDWLQJ LQIRUPDWLRQ VHFXULW\ ULVNV
(YDOXDWLQJLQIRUPDWLRQVHFXULW\GDQJHUUHTXLUHVWKHZDWFKIXOH[DPLQDWLRQRIWKUHDWDQGYXOQHUDELOLW\LQIRUPDWLRQWR
GHWHUPLQHWKHH[WHQWWRZKLFKVLWXDWLRQVRUHYHQWVFRXOGXQIDYRUDEO\LPSDFWDQRUJDQL]DWLRQDQGWKHOLNHOLKRRGWKDW
VXFKVLWXDWLRQVRUHYHQWVZLOORFFXU$Q\DVVHVVPHQWRIULVNLQFOXGHVLDQSUHFLVHULVNPRGHORXWOLQLQJNH\WHUPV
DQG PHDVXUHDEOH ULVN IDFWRUV DQG WKH DVVRFLDWLRQV DPRQJ WKH IDFWRUV LL DQ HYDOXDWLRQ DSSURDFK LQGLFDWLQJ WKH
H[WHQWRIYDOXHV WKRVHULVN IDFWRUVFDQDVVXPHGXULQJ WKHHYDOXDWLRQVDQGLLLDQHYDOXDWLRQDSSURDFKVSHFLI\LQJ
KRZYDOXHVRIWKRVHWKUHDWIDFWRUVDUHIXQFWLRQDOO\PHUJHGWRHYDOXDWHULVN5LVNIDFWRUVDUHFKDUDFWHULVWLFVXVHGLQ
ULVNPRGHOVDVLQSXWVWRGHWHUPLQLQJOHYHOVRIULVNLQULVNDVVHVVPHQWV5LVNIHDWXUHVDUHDOVRXVHGH[WHQVLYHO\LQULVN
FRPPXQLFDWLRQVWRIRFXVWKHQXPHURXVIHDWXUHVRISUREOHPGRPDLQVWKDWSRZHUIXOO\DIIHFWWKHLQWHQVLWLHVRIULVNLQ
SDUWLFXODU FLUFXPVWDQFHV VLWXDWLRQV RU FRQWH[WV 6RPH RI WKH ULVN IDFWRUV LQFOXGH IRU H[DPSOH LPSDFW WKUHDW
YXOQHUDELOLW\ OLNHOLKRRG DQG SUHGLVSRVLQJ FRQGLWLRQ 5LVN IDFWRUV FDQ EH IXUWKHU GHFRPSRVHG LQWRPRUH GHWDLOHG
FKDUDFWHULVWLFV $ ULVN DVVHVVPHQW PHWKRGRORJ\ LV D SURFHVV IRU ULVN DVVHVVPHQW WRJHWKHU ZLWK D ULVN PRGHO
DVVHVVPHQWDSSURDFKDQGDQDO\VLVDSSURDFK5LVNHYDOXDWLRQSUDFWLFHVDUHGHILQHGE\RUJDQL]DWLRQVDQGDUHDIDFWRU
RI WKH ULVN PDQDJHPHQW DSSURDFK GHYHORSHG GXULQJ WKH ULVNIUDPLQJ VWHS RI WKH ULVN PDQDJHPHQW SURFHGXUH
2UJDQL]DWLRQVFDQXVHDVLQJOHULVNHYDOXDWLRQSURFHGXUHRUFDQHPSOR\PXOWLSOHULVNHYDOXDWLRQSURFHGXUHVZLWKWKH
VHOHFWLRQRIDVSHFLILFSUDFWLFHGHSHQGLQJRQLWKHFULWLFDOLW\DQGVHQVLWLYLW\RIWKHRUJDQL]DWLRQ¶VFRUHGXWLHVDQG
EXVLQHVVWDVNVLQFOXGLQJWKHVXSSRUWLYHPLVVLRQEXVLQHVVSURFHVVHVDQGLQIRUPDWLRQV\VWHPVLLWKHPDWXULW\RIWKH
RUJDQL]DWLRQ¶VPLVVLRQEXVLQHVVSURFHGXUHVLLLWKHVWDJHRILQIRUPDWLRQV\VWHPVLQWKH6'/&%\PDNLQJH[SOLFLW
WKH ULVNPRGHO WKHDVVHVVPHQW DSSURDFK DQG WKHDQDO\VLV DSSURDFKXVHG DQG UHTXLULQJDVSDUWRI WKHDVVHVVPHQW
SURFHVV D EDVLV IRU WKH HYDOXDWHG YDOXHV RI WKUHDW IDFWRUV RUJDQL]DWLRQV FDQ LQFUHDVH WKH GXSOLFDELOLW\ DQG
UHDSSHDUDQFHRIWKHLUWKUHDWHYDOXDWLRQV
1.1. Security Risk Models 
7KLVGHVFULEHVWKHFUXFLDOWHUPVXVHGLQULVNHYDOXDWLRQVLQYROYLQJWKHIDFWRUVRIWKHULVNWREHHYDOXDWHGDQGWKH
DVVRFLDWLRQVDPRQJWKRVHIDFWRUV7KHVHH[SODQDWLRQVDUHYLWDOIRUFRUSRUDWLRQVWRGRFXPHQWSUHYLRXVRIPDQDJLQJ
ULVNHYDOXDWLRQVEHFDXVHWKHHYDOXDWLRQVGHSHQGXSRQVLJQLILFDQWSURSHUWLHVRIWKUHDWVYXOQHUDELOLWLHVDQGRWKHUULVN
IDFWRUVWRZHOOGHWHUPLQHWKHULVNV)LJXUHD([SODLQVDSDWWHUQRIDULVNPRGHOIRUVHYHUHWKUHDWVLQFOXGLQJWKH
NH\ULVNIDFWRUVUHODWHGZLWKWKHPRGHODQGWKHDVVRFLDWLRQDPRQJWKHIHDWXUHV$OORIWKHULVNIDFWRUVLVGHILQHGLQ
ODUJHU GHWDLO XQGHUQHDWK DQG XVHG LQ WKH SURFHVV RI ULVN HYDOXDWLRQ $ WKUHDW LV DQ HYHQW ZLWK WKH SRWHQWLDO WR
QHJDWLYHO\ LPSDFW RUJDQL]DWLRQDO UHVRXUFHV DQG SURFHVVHV LQGLYLGXDOV RWKHU RUJDQL]DWLRQV RU WKH1DWLRQ WKURXJK
LQIRUPDWLRQ V\VWHP YLD XQODZIXO DFFHVV GHYDVWDWLRQ DGPLVVLRQ RU LQIRUPDWLRQ PRGLILFDWLRQ DQGRU GHQLDO RI
VHUYLFH7KHUHDUHWZRVLGHVWRWKUHDWFRJLWDWHGLQWKLVSDSHULWKUHDWFDXVHVDQGLLWKUHDWLQFLGHQWV$WKUHDWFDXVH
LVDSOD\DFWRUZLWKWKHLQWHQWDQGPHWKRGWDUJHWHGDWWKHH[SORLWDWLRQRIYXOQHUDELOLW\RUDVWDWHDQGPHWKRGWKDWPD\
XQLQWHQWLRQDOO\H[SORLWYXOQHUDELOLW\,QFRPPRQW\SHVRIWKUHDWFDXVHVLQFOXGHLDGYHUVHF\EHUSK\VLFDODWWDFNV
LLKXPDQRLGPLVWDNHVRIH[FOXVLRQRULQVWUXFWLRQLLLVWUXFWXUDOIDLOXUHVRIRUJDQL]DWLRQFRQWUROOHGUHVRXUFHVDQG
LYQDWXUDODQGPDQPDGHDGYHUVLWLHVPLVKDSVDQGIORSVEH\RQGWKHFRQWURORIWKHRUJDQL]DWLRQ$WKUHDWLQFLGHQW
LVDQLQFLGHQWRUFRQGLWLRQLQLWLDWHGRUFDXVHGE\DWKUHDWFDXVHWKDWKDVWKHSRWHQWLDOIRUFDXVLQJDGYHUVHLPSDFW7KH
WDFWLFVWHFKQLTXHVIRUF\EHUDWWDFNVW\SLFDOO\FKDUDFWHUL]HVWKUHDWHYHQWVDQGSURFHGXUHVHPSOR\HGE\DGYHUVDULHV
5LVNPRGHOVFDQSURYLGHXVHIXOGLIIHUHQFHVEHWZHHQWKUHDWFDXVHVDQGWKUHDWLQFLGHQWV9DULRXVWD[RQRPLHVRIWKUHDW
FDXVHV KDYH EHHQ HVWDEOLVKHG $ W\SLFDO FODVVLILFDWLRQ RI WKUHDW FDXVHV XVHV WKH W\SH RI DGYHUVH LPSDFWV DV DQ
316   Ankur Kumar Shrivastava /  Procedia Computer Science  78 ( 2016 )  314 – 322 
HVWDEOLVKLQJ SULQFLSOH 6HYHUDO WKUHDW FDXVHV FDQ LQLWLDWH RU FDXVH WKH VDPH WKUHDW HYHQW IRU H[DPSOH D NH\
SURYLVLRQLQJ VHUYHU FDQ EH WDNHQ GRZQ E\ D GHQLDORIVHUYLFH DWWDFN D WKRXJKWIXO DFW E\ D PDOLFLRXV V\VWHP
DGPLQLVWUDWRUDQDGPLQLVWUDWLYHHUURUDKDUGZDUHEOXQGHURUDSRZHUEUHDNGRZQ5LVNPRGHOVYDU\LQWKHGHJUHHRI
GHWDLO DQG FRPSOH[LW\ ZLWK ZKLFK WKUHDW HYHQWV DUH LGHQWLILHG:KHQ WKUHDW LQFLGHQWV DUH UHFRJQL]HG ZLWK JUHDW
VSHFLILFLW\WKUHDWVFHQDULRVFDQEHPRGHOHGDQGDQDO\]HG
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1.2. Assessment Approaches 
5LVNDQGLWVFDXVDWLYHIHDWXUHVFDQEHHYDOXDWHGLQDYDULHW\RIZD\VLQYROYLQJTXDOLWDWLYHO\TXDQWLWDWLYHO\RU
VHPLTXDQWLWDWLYHO\(DFKULVNDVVHVVPHQWDSSURDFKFRQVLGHUHGE\RUJDQL]DWLRQVKDVPHULWDQGGHPHULW$UHTXLUHG
DSSURDFKRUFLUFXPVWDQFHVVSHFLILHGVHWRIPHWKRGVFDQEHFKRVHQEDVHGRQFRUSRUDWHHQYLURQPHQWDQGLQVSHFLILF
WRZDUG WKH LGHDV RI XQFHUWDLQW\ DQG ULVN FRPPXQLFDWLRQ 4XDQWLWDWLYH DVVHVVPHQW QDWXUDOO\ HQJDJH D VHW RI
PHWKRGRORJLHV SULQFLSOHV DQG UXOHV IRU DVVHVVLQJ WKUHDW EDVHG RQ WKH XVH RI QXPEHUV ZKHUH WKH PHDQLQJV DQG
SURSRUWLRQDOLW\RIYDOXHVDUHPDLQWDLQHGLQWHUQDODQGH[WHUQDOWKHFRQWH[WRIWKHDVVHVVPHQW7KLVW\SHRIDVVHVVPHQW
EHVWHIIHFWLYHO\VXSSRUWVFRVWEHQHILWH[DPLQHVRIXQFRQYHQWLRQDOULVNUHVSRQVHVRUFRXUVHVRIDFWLRQ+RZHYHUWKH
LPSOLFDWLRQRIWKHTXDQWLWDWLYHUHVXOWVPD\QRWDOZD\VEHSHUIHFWDQGPD\UHTXLUHDTXDOLWDWLYHVWXG\)RUH[DPSOH
RUJDQL]DWLRQVPD\DVNLI WKHVWDWLVWLFVREWDLQHGLQWKHULVNDVVHVVPHQWDUHJRRGRUSRRURULI WKHGLIIHUHQFHVLQWKH
REWDLQHG YDOXHV DUH LQVLJQLILFDQW $GGLWLRQDOO\ WKH SUHFLVLRQ RI TXDQWLILFDWLRQ LV FRQVLGHUDEO\ UHGXFHG ZKHQ
VXEMHFWLYH GHWHUPLQDWLRQV DUH VXSSUHVVHG ZLWKLQ WKH TXDQWLWDWLYH DVVHVVPHQWV RU ZKHQ PHDQLQJIXO LQVHFXULW\
VXUURXQGV WKH GHWHUPLQDWLRQ RI YDOXHV 7KH DGYDQWDJHV RI TXDQWLWDWLYH DVVHVVPHQWV LQ WHUPV RI WKH SUHFLVLRQ
UHSHDWDELOLW\DQGUHSURGXFLELOLW\RIHYDOXDWLRQRXWFRPHVFDQLQVRPHFDVHVEHRXWZHLJKHGE\WKHSULFHLQUHODWLRQV
RI WKH H[SHULHQFHG WLPH DQG HIIRUW DQG WKH SRVVLEOH GHSOR\PHQW DQG XVH RI LQVWUXPHQWV UHTXLUHG WR PDNH VXFK
DVVHVVPHQWV
,QFRPSDUHWRTXDQWLWDWLYHHYDOXDWLRQVTXDOLWDWLYHHYDOXDWLRQVQRUPDOO\XVHDVHWRIDFWLRQVYDOXHVRUUXOHVIRU
HYDOXDWLQJULVNIRUPHGRQQRQVWDWLVWLFDOFDWHJRULHVRUQRWFKHVH[DPSOHYHU\ORZORZPRGHUDWHKLJKYHU\KLJK
7KLVNLQGRIDVVHVVPHQWSURYLVLRQVWRDPXFKDGYDQFHGOHYHOWKUHDWFRPPXQLFDWLRQLQGHOLYHULQJHYDOXDWLRQUHVXOWV
WR UHVROXWLRQ SURGXFHUV 1HYHUWKHOHVV WKH FKRLFH RI FRQWUROV LQ TXDOLWDWLYH HYDOXDWLRQV LV PRGHUDWHO\ OLWWOH LQ
PD[LPXPFDVHVFUHDWLQJWKHFRPSDUDWLYHSULRULWL]DWLRQRUHYDOXDWLRQZLWKLQWKHVHWRIVSHFLILHGULVNVFKDOOHQJLQJ
317 Ankur Kumar Shrivastava /  Procedia Computer Science  78 ( 2016 )  314 – 322 
)XUWKHUPRUHZLWKRXWHDFKYDOXH LVSUHFLVHO\RXWOLQHGDQG LV LOOXVWUDWHGE\H[SUHVVLYHH[DPSOHVXQOLNHVSHFLDOLVWV
WUXVWLQJRQWKHLUGLVWLQFWH[SHULHQFHVFRXOGSURGXFHFRQVLGHUDEO\GLVWLQFWLYHHYDOXDWLRQUHVXOWV7KHUHSURGXFLELOLW\
DQGUHSHDWDELOLW\RITXDOLWDWLYHDVVHVVPHQWVDUHHQKDQFHGE\WKHH[SODQDWLRQRIDVVHVVHGYDOXHVDQGE\XVLQJWDEOHV
RURWKHUZHOOGHILQHGIXQFWLRQV WRFRPELQHTXDOLWDWLYHYDOXHV
8OWLPDWHO\VHPLTXDQWLWDWLYHHYDOXDWLRQV W\SLFDOO\HPSOR\DVHWRIDFWLRQVYDOXHVRUJXLGHOLQHVIRUPHDVXULQJ
WKUHDW WKDW XVHV VFDOHV ELQV RU UHSUHVHQWDWLYH QXPEHUV ZKRVH YDOXHV DQG PHDQLQJV DUH QRW SUHVHUYHG LQ DGGHG
FRQWH[WV7KLVDVVHVVPHQW W\SHFDQSURYLGHWKHEHQHILWVRIERWKTXDQWLWDWLYHDQGTXDOLWDWLYHDVVHVVPHQWV7KHELQV
VXFKDVRUJDXJHVHJLQWHUSUHWHDVLO\LQWRTXDOLWDWLYHIRRWLQJVWKDW
VXSSRUWULVNFRPPXQLFDWLRQVIRUGHFLVLRQPDNHUVH[DPSOHDUHVXOWRIFDQEHFRQVWUXHGDVYHU\KLJKZKLOHDOVR
DJUHHLQJUHODWLYHDVVHVVPHQWVEHWZHHQYDOXHV LQGLYHUVHELQVRU HYHQZLWKLQ WKHVDPHELQH[DPSOH WKHGLIIHUHQFH
EHWZHHQULVNVVFRUHGDQGFRUUHVSRQGLQJO\LVTXLWHLUUHOHYDQWZKLOHWKHGLVWLQFWLRQDPRQJULVNVVFRUHGDQG
 LV UHODWLYHO\ VLJQLILFDQW 7KH UROH RI H[SHUW MXGJPHQW LQ DOORFDWLQJ YDOXHV LV PRUH HYLGHQW WKDQ LQ D VLPSO\
TXDQWLWDWLYH PHWKRG 0RUHRYHU LI WKH VFDOHV RU VHWV RI ELQV SURYLGH DSSURSULDWH JUDQXODULW\ FRPSDUDWLYH
SULRULWL]DWLRQDPRQJRXWFRPHVLVEHWWHUVXSSRUWHGWKDQLQDSXUHO\TXDOLWDWLYHDSSURDFK$VLQDTXDQWLWDWLYHPHWKRG
FRQVLVWHQF\ LV QRWLFHDEO\ PLQLPL]HG ZKHQ VXEMHFWLYH GHWHUPLQDWLRQV DUH EXULHG ZLWKLQ DVVHVVPHQWV RU ZKHQ
VLJQLILFDQWXQFHUWDLQW\VXUURXQGVDGHWHUPLQDWLRQRIYDOXH$V ZLWKWKHQRQQXPHULFFDWHJRULHVRUVWDJHVXVHGLQD
MXVWLILDEOH TXDOLWDWLYH DSSURDFK HDFK ELQ RU UDQJH RI YDOXHV QHHGV WR EH YLVLEO\ GHILQHG DQGRU FDWHJRUL]HG E\
VXEVWDQWLDOH[DPSOHV
)LJE5LVN$VVHVVPHQW$SSURDFK
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0HWKRGRIVXUYH\
7KHSXUSRVHRIWKLVVXUYH\ZDVWRLQYHVWLJDWHWKHFRQFHUQVRI,7XVHUVLQRUGHUWRFRQILUPRUGLVFRQILUPWKHZLGHO\
UHSRUWHG FRQFHUQV LQ WKH SUHVV DQG WUDGH MRXUQDOV 5HYLHZLQJ WKH OLWHUDWXUH RQ WKH LVVXH LGHQWLILHG WKH GLIIHUHQW
FRQFHUQV DV UHSRUWHG LQ WKLV SDSHU $ LWHP TXHVWLRQQDLUH ZDV GLYLGHG LQWR  VHFWLRQV DQG PDLOHG WR  ,7
LQIUDVWUXFWXUH XVHUV LQ DPDMRU FLW\ LQ ,1',$7KH LWHPVZHUH GHULYHG IURP WKH SULYDF\ LQWHJULW\ YXOQHUDELOLW\
VHFXULW\LVVXHVQHZVDQGRWKHUOLWHUDWXUH7KHSXUSRVHRIHDFKRIWKHLWHPVRQWKHVXUYH\LQVWUXPHQWZDVWRJLYHWKH
,7XVHUVWKHFKDQFHWRH[SUHVVWKHLUYLHZVDQGREVHUYDWLRQVUHJDUGLQJWKHLUSHUFHSWLRQDQGFRQFHUQVZKHQXVLQJ,7
LQIUDVWUXFWXUH7KHLWHPVZHUHQDLYHGHFODUDWLRQVRILQWHUHVWVIRUZKLFKWKHSDUWLFLSDQWVZHUHDVNHGWRLQGLFDWHWKHLU
RSLQLRQVRQDVFDOHRIC³1RWLPSRUWDQWWRPRVWLPSRUWDQW´7KHGDWDXVHGLQWKHVWXG\FRPHIURPWKHXVHDEOH
UHVSRQVHV RXW RI TXHVWLRQQDLUHV ZKLFK LV  SHUFHQW RI WKH WRWDO LQVWUXPHQW VHQW RXW %DVHG RQ WKH
GHPRJUDSKLFVRIWKRVHZKRSDUWLFLSDWHGLQWKHVWXG\WKHUHLVQRUHDVRQWRWUXVWWKDWSHUVRQVZKRGLGQRWUHVSRQGWKH
VXUYH\LQVWUXPHQWDUHXQOLNHIURPWKRVHZKRGLG6LPSOHLOOXVWUDWLYHVWDWLVWLFVZHUHDFTXLUHGIURPWKHQXPEHUVDQG
DUHGLVFXVVHGEHORZ
6XUYH\UHVXOWV
$FFRUGLQJWRWKHVWDWLVWLFDOGDWDRXWRILQGLYLGXDOVVXUYH\HGSHUFHQWDJHVZHUHVRIWZDUHSHUVRQQHO
SHUFHQWDJHVZHUHPDQDJHUVFRQVXOWDQWRUVXSHUYLVRUVSHUFHQWDJHVZHUHIDFXOW\PHPEHUVSHUFHQWDJHVZHUH
XQGHUJUDGXDWHV DQG  SHUFHQWDJHV ZHUH RWKHUV 0RUH WKDQ  SHUFHQWDJHV SHRSOH NQRZ WKH LPSRUWDQFH RI
VHFXULW\JXDUGVYLVLWRUUHJLVWHUDQGFFWYFDPHUDKRZHYHUDSSUR[SHUFHQWSHRSOHFRQVLGHULWHLWKHUOHDVWLPSRUWDQW
RUQRW LPSRUWDQW$SSUR[SHUFHQWDJHVDUHDGPLWWHG WKDW WKHELRPHWULFVDFFHVVFRQWURO LVQRW LPSRUWDQWRU OHDVW
LPSRUWDQW IRU ,7 LQIUDVWUXFWXUH LQIRUPDWLRQ VHFXULW\ $ERXW  SHUFHQWDJHV SHRSOH DUH DGPLWWHG WKDW WKHLU
RUJDQL]DWLRQ UHTXLUH DQ DGHTXDWH VHFXULW\ DVVHVVPHQWSROLF\0RUH WKDQSHUFHQWDJHV WROG WKDW WKH\GRQ¶W WKLQN
ODEHOLQJDQGOLVWLQJRIKDUGZDUHLQYHQWRU\DFURVVWKHRUJDQL]DWLRQLVQHFHVVDU\8SWRSHUFHQWDJHVDGPLWWHGWKDW
WKHUH VKRXOG EH D VHSDUDWH LG FDUG IRU YHQGRU DQG VXSSOLHU WR HQKDQFH WKH VHFXULW\ 0RUH WKDQ  SHUFHQWDJHV
UHVSRQVH LV LQ IDYRU RI XVLQJ OLFHQVH VRIWZDUH DQG DSSOLFDWLRQ $FFRUGLQJ WR VXUYH\ UHVSRQVH PRUH WKDQ 
SHUFHQWDJHVDJUHHWKDWWKHUHPXVWEHDEDFNXSVHFXULW\SROLF\LQRUJDQL]DWLRQKRZHYHUPRUHWKDQSHUFHQWDJHVDUH
QRWDZDUHZLWK%&3SODQ$OPRVWSHUFHQWDJHVDUHDJUHHLQJRQVWULFWQHWZRUNVHFXULW\SROLF\DQGPHFKDQLVPRI
,7LQIUDVWUXFWXUHIRUWKHLUSHUVRQDOGDWDVHFXULW\0RUHWKDQSHUFHQWDJHVUHVSRQGHQWLVXQDZDUHZLWKSURFHGXUHRI
FKDQJHPDQDJHPHQWDQGLWVLPSDFW
 
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'LVFXVVLRQDQGFRQFOXVLRQ
7KH JURZWK RI LQIRUPDWLRQ VHFXULW\ DVVHVVPHQW XVDJH LQFUHDVH WKH QXPEHU RI XVHU XVLQJ HOHFWURQLF VHUYLFHV
ZKLFKOHDGVWRWKHQHHGIRUWKHGHYHORSPHQWRIPRUHHIILFLHQWVHFXULW\DVVHVVPHQWPHFKDQLVPVFDSDEOHRIDVVXULQJ
WKHSURWHFWLRQRI WKHXVHU¶V LQIRUPDWLRQDQG LGHQWLW\EHLQJDW WKH VDPH WLPHDGMXVWHG WR WKHQHHGVRI WKHPDUNHW
%HFDXVH,7 LQIUDVWUXFWXUHPD\QRWEHFRPSOHWHO\ LQFRUSRUDWHG LQWR WKHEXVLQHVVSURFHVVDQG LPSURYHG WRSHUIRUP
HIILFLHQWO\ DQG HIIHFWLYHO\ LQ ILUVW SODFHZKLFKZRXOG KDYH D VXEVWDQWLDO LPSDFW RQ FRQWURO TXDOLW\ DQG VSHHGRI
LQIRUPDWLRQDFFHVVDQGWKHDYDLODELOLW\RILQIRUPDWLRQ%DVHGRQWKHUHVSRQVHVRIWKRVHZKRWRRNSDUWLQWKHVWXG\
PDMRULW\RIVWXGHQWVIDFXOW\PHPEHUVVRIWZDUHZRUNHUIDYRXUWKHRUJDQL]DWLRQWRKDYHSROLFLHVIRU,QWHUQHWDQG,7
LQIUDVWUXFWXUHXVHDQGWRDOVRQRWLI\WKHXVHUVRI WKHSROLFLHV,W LVEHOLHYHGWKDWVXFKSROLFLHVDQGXVHUVDZDUHQHVV
ZRXOGUHGXFHULVNVDQGOLDELOLW\7KRXJKDJRRGQXPEHURIWKH,7XVHUVZKRWRRNSDUWLQWKLVUHSRUWLQGLFDWHGWKDW
WKH\ZHUHQRWDZDUHRIVXFKSROLFLHV2UJDQL]DWLRQVKDYHDYLWDOSDUWWRVKRZLI,7XVHUV¶LQWHUHVWVDUHWREHSURSHUO\
DGGUHVVHG 2UJDQL]DWLRQV KDYH WR WDNH PDLQ UHVSRQVLELOLWLHV LQ HQOLJKWHQLQJ WKHLU ,7 XVHUV DQG LQ SURYLGLQJ WKH
QHFHVVDU\ KDUGZDUH DQG VRIWZDUH WKDW FDQ HQKDQFH XVHUV¶ SULYDF\ DQG VHFXULW\ 7KXV LQ RUGHU WR UHDSPD[LPXP
EHQHILWVIURPDQ\,7LQYHVWPHQWV WKH,7LQIUDVWUXFWXUHPXVWEHRSWLPL]HGEHQFKPDUNHGDQGLWVYDOXHWREXVLQHVV
TXDQWLILDEOH 7KDW¶V ZK\ VHFXULW\ SOD\V DQ LPSRUWDQW UROH GXULQJ WKH RSWLPL]DWLRQ SURFHVV LQ EULQJLQJ DQ ,7
LQIUDVWUXFWXUH VLQFH D KLJKO\ H[SRVHG VWDWH WR DQ RSWLPL]HG VWDWH ZKHUHYHU D SUDFWLFH RI FRQWLQXRXV SURFHVV
LPSURYHPHQWVZRXOGHQVXUHSURFHVVHVLQSODFHDUHPDWXUHDQGTXDQWLILDEOH6RWKHUHVXOWRIWKLVVXUYH\KLJKOLJKWV
WKHIRFXVDUHDVDQGKHOSVLJQLILFDQWO\WRSURSRVHGVROXWLRQIRUHQKDQFLQJ,7LQIUDVWUXFWXUHVHFXULW\HYDOXDWLRQV

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